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P R E S I D E N T ' S  M E S S A G E

Since  d ig i t a l i sa t i on  has  been  an  exc i t i ng  s tep
fo rward ,  t he  Ma lays ian  Assoc ia t i on  o f
S tandards  Users  (S tandards  Users )  w ishes  to
t ru l y  connec t  w i th  l oca l  and  wor ldw ide
consumers  th rough  i t s  annua l  magaz ine  to
commun ica te  the  o rgan iza t i on ’ s  news ,
in t roduce  ISO s tandards ,  Ma lays ian
S tandards ,  po l i c i es  and  bes t  p rac t i ces  to
demons t ra te  i t s  t rue  va lues ,  speak  o f  i t s
asp i ra t i ons  and  convey  an  ove ra l l  m iss ion  to
he lp  consumers  wor ldw ide .  I n  a  t ime  when
many  consumers  have  los t  j obs  and  many
bus inesses  a re  s t rugg l i ng  to  su rv i ve ,  t h i s
magaz ine  i s  an  i ns t rumen ta l  gu ide  to  improve
the  su rv i va l  o f  a l l .

S tandards  Users  i s  ac t i ve l y  i nvo l ved  in
cu l t i va t i ng  the  imp lemen ta t i on  o f  s tandards  i n
o rde r  to  ensu re  bus iness  sus ta inab i l i t y
th rough  r i sk  management .  S tandards  he lp
suppor t  bas i c  consumer  p ro tec t i on  by  ra i s ing
leve ls  o f  qua l i t y ,  sa fe ty ,  re l i ab i l i t y ,  e f f i c i ency
and  in te rchangeab i l i t y .  They  can  be  an
e f fec t i ve  too l  i n  consumer  p ro tec t i on  as  they
p rov ide  a  bas i s  fo r  na t i ona l  l eg i s la t i on  and
cer t i f i ca t i on  schemes .  They  can  a l so  be
regarded  as  bes t  p rac t i ces  fo r  use  i n
p romot ing  bus iness  and  in  l i t i ga t i on  fo r
damages .  Wha t  consumers  wan t  i n  genera l
a re  BEST Goods  and  Serv i ces  fo r  t he  BEST
Va lue  and  AVAILABLE to  ALL .

" Q U A L I T Y  I S
N E V E R  A N
A C C I D E N T .

I T  I S  A L W A Y S
T H E  R E S U L T  O F

I N T E L L I G E N T
E F F O R T "

John Ruskin
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S o ,  w h a t  e x a c t l y  d o  t h e s e  c r i m i n a l s  g o  a f t e r ?  T o
u n d e r s t a n d  t h i s ,  w e  w o u l d  n e e d  t o  r e v i e w  w h a t
i s  a v a i l a b l e  i n s i d e  a  h e a l t h c a r e  i n s t i t u t i o n .  S u c h
e n t e r p r i s e s  u s u a l l y  s t o r e  i n f o r m a t i o n  d i g i t a l l y
a n d  o n  p a p e r .  

S e c u r i n g  t h i s  i s  a n  i m p o r t a n t  f a c t o r  w h e n  i t
c o m e s  t o  p a t i e n t  s a f e t y  i n  h e a l t h c a r e
i n s t i t u t i o n s .  P a t i e n t  E M R  ( E l e c t r o n i c  M e d i c a l
R e c o r d s )  d a t a  s u c h  a s  d o c t o r ' s  c a s e  n o t e s ,  l a b
r e p o r t s ,  r a d i o l o g y  r e p o r t s ,  m e d i c a t i o n
i n f o r m a t i o n ,  a r e  s e n s i t i v e  a n d  s h o u l d  o n l y  b e
a c c e s s e d  a n d  u s e d  b y  t h o s e  w i t h  c o r r e c t
a u t h o r i z a t i o n .  

A n d  i n  t h e  p r i v a t e  s e c t o r ,  t h e  d a t a  i n v o l v e s
f i n a n c i a l  d a t a ,  i n s u r a n c e ,  b a n k i n g  d e t a i l s ,
f a m i l y ,  r e l a t i o n s ,  a n d  m a n y  o t h e r  a s p e c t s  o f
o n e ’ s  l i f e ,  w h i c h  m a k e s  a  h o s p i t a l  a  t r e a s u r e
t r o v e  f o r  c r i m i n a l s .  A n  i n c r e d i b l e  a m o u n t  o f
p a t i e n t  d a t a  a r e  l o c a t e d  i n  a  h o s p i t a l ,
c o n f i d e n t i a l  d a t a  t h a t ’ s  w o r t h  a  l o t  o f  m o n e y  t o
c r i m i n a l s  w h o  c a n  s e l l  i t  o n  e a s i l y  –  m a k i n g  t h e
i n d u s t r y  a  g r o w i n g  t a r g e t .  

T h e s e  o r g a n i z a t i o n s  h a v e  a  d u t y  t o  p r o t e c t  t h e i r
p a t i e n t s ’  p e r s o n a l  r e c o r d s  a n d  i t ’ s  b e c o m i n g
i n c r e a s i n g l y  i m p o r t a n t  f o r  h o s p i t a l s  t o  k e e p  t h e i r
i n f o r m a t i o n  s e c u r e .  B e s i d e s  t h e  o b l i g a t i o n s  t o
t h e i r  p a t i e n t s  a n d  p a r t n e r s ,  h o s p i t a l s  t h a t  d o
t a k e  c y b e r s e c u r i t y  s e r i o u s l y  a r e  a l s o  l i a b l e  t o
t h e  a u t h o r i t i e s .  I g n o r i n g  I n f o r m a t i o n  s e c u r i t y
c a r r i e s  h u g e  f i n a n c i a l  p e n a l t i e s .  A n y  s e c u r i t y
b r e a c h  c o u l d  s e t  a  h e a l t h c a r e  e n t e r p r i s e  b a c k
b y  R M  5 0 0 , 0 0 0  f o r  M a l a y s i a n  P D P A  ( P e r s o n a l
D a t a  P r o t e c t i o n  A c t )  o r  2 0  M i l l i o n  e u r o s  f o r
E u r o p e a n  G D P R  ( G e n e r a l  D a t a  P r o t e c t i o n
R e g u l a t i o n ) .  

O n  a n o t h e r  n o t e ,  i f  a  h o s p i t a l  p l a n s  t o  r e t r i e v e
t h e i r  d a t a  f r o m  r a n s o m w a r e ,  i t  c o m e s  w i t h
h u n d r e d s  o f  t h o u s a n d s  o f  r i n g g i t  p r i c e  t a g s  –  a l l
t h e s e  a r e  r e a l  a n d  a n  a l a r m i n g  t h o u g h t  f o r  t h e
h e a l t h c a r e  i n d u s t r y  t h a t ’ s  a l r e a d y  s t r u g g l i n g
w i t h  f i n a n c i n g  s i t u a t i o n  a n d  t h e i r  d a i l y  w o r k
d e m a n d s .

I n  t h e  y e a r  2 0 2 0 ,  

2 2  b i l l i o n  m e d i c a l  &  f i n a n c i a l  r e c o r d s ,  w a s
s t o l e n  o f  w h i c h  3 6 %  o f  a l l  m a j o r  s e c u r i t y
i n c i d e n t s ,  o r i g i n a t e d  f r o m  h o s p i t a l  s e c u r i t y
i n c i d e n t s .  C o v i d - 1 9  h a s  s a i d  t o  s p i k e  t h e s e
d a t a  b r e a c h e s  a n d  h a s  c o s t e d  t h e  h e a l t h
c a r e  i n d u s t r y  a p p r o x i m a t e l y  U S D  $ 5 . 6  b i l l i o n
i n  t e r m s  o f  f i n a n c i a l  l o s s  w h i c h  i s  g r o w i n g
m a s s i v e l y ,  a c c o r d i n g  t o  B e c k e r ’ s  H o s p i t a l
R e v i e w .

T h i s  n u m b e r  i s  r i s i n g  e x p o n e n t i a l l y  i n  2 0 2 1 ,
n o  t h a n k s  t o  C o v i d - 1 9 .  I n  M a l a y s i a ,  w e  d o
n o t  h a v e  o f f i c i a l  s t a t i s t i c s ,  b u t  i t  i s  k n o w n
t h a t  t h e  n u m b e r s  a r e  r i s i n g ,  b u t  i t  i s  n o t
p u b l i s h e d  a s  i t  d e f a m e s  t h e  i m a g e  o f
h e a l t h c a r e  i n s t i t u t i o n ,  w h i c h  i s  a l s o  t h e
c a s e  a r o u n d  t h e  w o r l d .
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D e v i c e  c o m p l e x i t y  m a k e s  h o s p i t a l
c y b e r s e c u r i t y  a  c h a l l e n g e .  L i k e  m a n y
o t h e r  e n t e r p r i s e s  w i t h  a  l a r g e  s t a f f
b a s e  a n d  a  p h y s i c a l  s p a c e ,  h o s p i t a l s
n e e d  t o  m a n a g e  t h e  l a r g e  n u m b e r  o f
d e v i c e s  u s e d  b y  b o t h  b y
a d m i n i s t r a t o r s ,  m e d i c a l  s t a f f s ,
p a t i e n t s ,  a n d  t h e i r  v i s i t o r s  t o
t r a n s a c t  b u s i n e s s e s ,  p r o v i d e  c a r e ,
a n d  p a s s  t i m e .  
B e s i d e s  h a v i n g  h u n d r e d s  o f  i P h o n e s ,
A n d r o i d  d e v i c e s ,  t a b l e t s  a n d
p e r s o n a l  l a p t o p s  a s  a  p a r t  o f  t h e
B Y O D ( B r i n g  Y o u r  O w n  D e v i c e )
p o l i c y ,  a  h o s p i t a l  i s  a l s o  h o m e  t o
m a n y  t y p e s  o f  m e d i c a l  e q u i p m e n t
w i t h  o p e r a t i n g  s y s t e m s  t h a t  a r e
p r o b a b l y  o l d e r  t h a n  y o u r  a g e .  
G e t t i n g  t h i s  e q u i p m e n t  u p d a t e d  w i t h
t h e  l a t e s t  o p e r a t i n g  s y s t e m  i s  n o t
o n l y  a  s t r e n u o u s  t a s k  f o r  t h e
o p e r a t i o n s  t e a m ,  b u t  i t  i s  a l s o  a
c o s t l y  o n e .  E q u i p m e n t  s u p p l i e r s  a n d
v e n - d o r s  m o s t l y  c h a r g e  a  h u g e
a m o u n t  o f  m o n e y  f o r  s u c h  u p d a t e
a n d  u p g r a d e  a c t i v i t i e s .  T h e s e  c o s t s
a r e  l o o k e d  a t  a s  u n n e c e s s a r y  b y  t h e
m a n a g e m e n t ,  h e n c e  t h e  l a c k  o f
m o t i v a t i o n  t o  e m b a r k  o n  s u c h
a c t i v i t i e s .  
A l l  t h e s e  w h i c h  m a k e s  t h i s
e q u i p m e n t  p r i m e  t a r g e t s  f o r
c r i m i n a l s ,  a s  i t  i s  w e l l  k n o w n  t h a t
e q u i p m e n t  w h i c h  a r e  n o t  u p d a t e d
e x p o s e  v a r i o u s  s e c u r i t y  l o o p h o l e s
w h i c h  c a n  b e  e a s i l y  e x p l o i t e d  b y
c r i m i n a l s .

Device  Complexities

G e n e r a l l y ,  h o s p i t a l s  a r e  c o n s i d e r e d
a s  a  c o s t l y  a f f a i r  -  n e t  r e v e n u e s  a r e
p e r c e i v e d  t o  b e  d e c l i n i n g ,  d r i v e n  b y
f l a t  r e v e n u e s  a n d  i n c r e a s i n g
o p e r a t i n g  e x p e n s e s .  
H e n c e  m a i n t a i n i n g  c y b e r s e c u r i t y  o r
e n g a g i n g  i n  t h i r d - p a r t y  c o n t r a c t o r s  i s
n e v e r  o n  t h e  h i g h  p r i o r i t y  l i s t  o f  t h e
m a n a g e m e n t .  
M o s t  a r e  u n d e r  t h e  m i n d s e t  o f  t h i n g s
a r e  w o r k i n g  f i n e ,  s o  w h y  f i x  i t  ( w h e n
n o t h i n g  i s  b r o k e n ) ?

L e t s  l o o k  a t  w h y  h e a l t h c a r e  o r g a n i z a t i o n s
s t r u g g l e  t o  m a n a g e  t h e i r  c y b e r s e c u r i t y
t h r e a t s .  B e l o w  a r e  s o m e  o f  t h e  r e a s o n s :

Cost  factor  

Change  management
H o s p i t a l s  a r e  a  b u s y  b u n c h .  M o s t
o f t e n  H e a l t h c a r e  e n t e r p r i s e s  s t a f f s
a r e  s o m e  o f  t h e  b u s i e s t  a n d  m o s t  i n
d e m a n d  i n  t h e  c o u n t r y .  
M e d i c a l  s t a f f s  w o r k  l o n g  h o u r s  a n d
o n  v e r y  t i g h t  d e a d l i n e s ,  w i t h  p a t i e n t s
l i f e  a t  s t a k e  –  w h i c h  m e a n s  t h e y
s i m p l y  d o n ’ t  h a v e  t h e  t i m e  o r
r e s o u r c e s  t o  a d d  s e c u r i t y  p r o c e s s e s
t o  t h e i r  w o r k l o a d .  
M e d i c a l  p r o f e s s i o n a l s  n e e d  s l i c k
w o r k i n g  p r a c t i c e s  w i t h  m i n i m a l
d i s t r a c t i o n s .  I n f o r m a t i o n  t e c h n o l o g y
o n  t h e  o t h e r  h a n d  r e q u i r e s  c o n s t a n t
c h a n g e ,  u p d a t e ,  u p g r a d e ,  t e c h n o l o g y
r e f r e s h ,  n o t  t o  m e n t i o n  t h e  s e n s i t i v e
n a t u r e  o f  t h e  s o f t w a r e  a n d  i t s  b u g s .  
C y b e r s e c u r i t y  a n d  i t s  p r a c t i c e s  &
l i m i t a t i o n s  a r e  p r o b a b l y  t h e  l a s t
t h i n g s  m e d i c a l  s t a f f  n e e d  i n  t h e i r
d a y - t o - d a y  w o r k  a n d  i s  t h e  r e a s o n
w h y  h o s p i t a l  m a n a g e m e n t  a v o i d s
m a n y  d i s r u p t i o n s  o r  c h a n g e s  t o  t h e
I n f o r m a t i o n  S y s t e m s  w i t h i n  h o s p i t a l s .  

STANDARDS ASIA



A c c o r d i n g  t o  H I M S S  ( H e a l t h c a r e  I n f o r m a t i o n
a n d  M a n a g e m e n t  S y s t e m s  S o c i e t y ) ,  s o m e  o f
o t h e r  s e c u r i t y  i n c i d e n t s  b y  s t a t i s t i c s  i n  t h e  y e a r
2 0 2 0  a r e  :

P h i s h i n g  a t t a c k s  ( r e p o r t e d  b y  5 7 %  o f
H I M S S  m e m b e r s )

 
C r e d e n t i a l  h a r v e s t i n g  a t t a c k s  ( 2 1 % )

S o c i a l  e n g i n e e r i n g  a t t a c k s  o t h e r  t h a n
p h i s h i n g  ( 2 0 % )
 
R a n s o m w a r e  o r  o t h e r  m a l w a r e  ( 2 0 % )

T h e f t  o r  l o s s  ( 1 6 % )

W e b s i t e  o r  w e b  a p p l i c a t i o n  a t t a c k s  ( 1 4 % )

N e g l i g e n t  i n s i d e r  a c t i v i t y  ( 1 3 % )

B r e a c h  o r  d a t a  l e a k a g e  ( 1 1 % )

M a l i c i o u s  i n s i d e r  a c t i v i t y  ( 1 0 % )

D u e  t o  t h e  a b o v e  c h a l l e n g e s ,  h e a l t h c a r e
e n t e r p r i s e s  a r e  s l o w  t o  a d d r e s s  a n d
s a f e g u a r d  t h e i r  c y b e r s e c u r i t y  n e e d s .  T h e
i m p a c t  o f  n o t  m a n a g i n g  t h e  s e c u r i t y  i s  a
h e a v y  o n e ,  s o m e  a s  f o l l o w s :

1 .  Ransomware:  
H a c k e r s  u s e  r a n s o m w a r e  c o n t r o l  a n d
b l a c k m a i l  h o s p i t a l  d e v i c e s ,  s e r v e r s  o r
e v e n  e n t i r e  n e t w o r k s .  I n  m o s t  c a s e s ,  a
r a n s o m  i s  t h e n  d e m a n d e d  t o  r e c t i f y  t h e
e n c r y p t i o n ,  i n  b i t c o i n ,  w h i c h  m a k e s  i t
d i f f i c u l t  t o  t r a c e  a n d  c a t c h  s u c h
c r i m i n a l s .  I n  t h e  U S  a l o n e ,  6 0 0  c l i n i c s ,
h o s p i t a l s  a n d  h e a l t h c a r e  o r g a n i z a t i o n s
w e r e  a t t a c k e d  b y  9 2  i n d i v i d u a l
r a n s o m w a r e  a t t a c k s ,  a f f e c t i n g  1 8  m i l l i o n
p a t i e n t  r e c o r d s  i n  2 0 2 0 .  T h e  c o s t s  o f
t h e s e  a t t a c k s  a r e  a l m o s t  $ 2 1  b i l l i o n ,
a c c o r d i n g  t o  a  U S  g o v e r n m e n t  s t u d y .
 

2 .  Cloud  Security :  
P r o t e c t e d  h e a l t h  i n f o r m a t i o n  s u c h  a s
m e d i c a l  r e c o r d s  a n d  f i n a n c i a l  r e c o r d s  a r e
i n c r e a s i n g l y  b e i n g  s t o r e d  o n  t h e  c l o u d .
W i t h o u t  t h e  r i g h t  s e c u r i t y  m e a s u r e s  s u c h
a s  p e n e t r a t i o n  t e s t i n g ,  f i r e w a l l ,  p o l i c y
a n d  p r o c e d u r e  f o r  c l o u d  s e c u r i t y
o p e r a t i o n s ,  t h e  c l o u d  i s  i n c r e a s i n g l y
b e c o m i n g  t h e  w e a k  h o n e y p o t  f o r  t h e
s e c u r i t y  o f  h e a l t h  c a r e  o r g a n i z a t i o n s .
 

3 .  Phishing  attacks :  
P h i s h i n g  i s  t h e  f r a u d u l e n t  m e t h o d  t o  g e t
s e n s i t i v e  i n f o r m a t i o n  o r  d a t a ,  s u c h  a s
u s e r n a m e s ,  p a s s w o r d s ,  o r  a n y  o t h e r
p e r s o n a l  i n f o r m a t i o n  d e t a i l s  b y  i m p e r -
s o n a t i n g  o n e s e l f  a s  a  t r u s t w o r t h y  e n t i t y
i n  a n y  d i g i t a l  c o m m u n i c a t i o n .  H e a l t h c a r e
e n t e r p r i s e s  a r e  a n  e x c e l l e n t  t a r g e t  f o r
s u c h  a t t a c k s ,  d u e  t o  t h e  c o m p l e x  w o r k i n g
e n v i r o n m e n t  a n d  t h e  r u s h  t o  g e t s  t h i n g s
d o n e .  S t a f f s  l a c k  c y b e r s e c u r i t y  e d u -
c a t i o n ,  a d h e r i n g  t o  a n y  a v a i l a b l e  p o l i c y
a n d  p r o c e d u r e  b e f o r e  p r o v i d i n g  a n y
s e n s i t i v e  i n f o r m a t i o n  i s  n o n - e x i s t e n t .  
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S o ,  h o w  s h o u l d  a n  o r g a n i z a t i o n  s u c h  a s
H e a l t h c a r e  O r g a n i z a t i o n  s t a r t  t o  a d d r e s s
i t s  c y b e r s e c u r i t y  s t r a t e g y ?  T h i s  i s  w h e r e
t h e  I S O  2 7 0 0 0  s e r i e s  o f  s t a n d a r d s  b e c o m e s
a  u s e f u l  t o o l  t o  a d d r e s s  t h e s e  i s s u e s .  

T h e  I S O / I E C  2 7 0 0 0 - s e r i e s  ( a l s o  k n o w n  a s
t h e  ' I S M S  F a m i l y  o f  S t a n d a r d s '  o r  ' I S O 2 7 K '
f o r  s h o r t )  c o m p r i s e s  o f  i n f o r m a t i o n  s e c u r i t y
s t a n d a r d s  p u b l i s h e d  j o i n t l y  b y  t h e  I n t e r -
n a t i o n a l  O r g a n i z a t i o n  f o r  S t a n d a r d i z a t i o n
( I S O )  a n d  t h e  I n t e r n a t i o n a l  E l e c t r o -
t e c h n i c a l  C o m m i s s i o n  ( I E C ) .

I t  i s  a  f a m i l y  o f  s t a n d a r d s ,  w h i c h  p r o v i d e s
v a r i o u s  c o n t r o l s ,  t o  a l l  a s p e c t s  o f
c y b e r s e c u r i t y  f o r  a n  o r g a n i z a t i o n .  I t  i s  n o t
h e a l t h c a r e  s p e c i f i c ,  a s  i t  a d d r e s s e s  a l l
g e n e r i c  a r e a s  w h i c h  n e e d  t o  b e  c o v e r e d  f o r
a n y  e n t e r p r i s e ,  r e g a r d l e s s  o f  t h e  s i z e  o r
i n d u s t r y .  I t  i s  v e r y  s i m i l a r  t o  t h e  l i k e s  o f
I S O  9 0 0 0  s e r i e s  f o r  q u a l i t y  a n d  I S O  1 4 0 0 0
f o r  t h e  e n v i r o n m e n t a l  p r o t e c t i o n  s t a n d a r d s

W h i l e  t h e r e  a r e  m a n y  s e c t i o n s  o f  t h e
s e r i e s ,  t h e  t y p i c a l  o r g a n i z a t i o n s  a r e
e n c o u r a g e d  t o  s t a r t  f r o m  I S O  2 7 0 0 1 :  2 0 1 3
( t h e  l a t e s t  u p d a t e  t o  t h e  s t a n d a r d ) ,  t h i s  i s
a l s o  k n o w n  a s  t h e  I n f o r m a t i o n  S e c u r i t y
M a n a g e m e n t  S y s t e m  ( I S M S ) .  A n d  i t  i s  t h e
d e - f a c t o  s t a n d a r d  o n  h o w  t o  m a n a g e
c y b e r s e c u r i t y  f o r  a n  o r g a n i z a t i o n ,  s u c h  a s
a  h o s p i t a l .  T h i s  s e r i e s  i s  b r o a d  i n  s c o p e ,
i . e :  p r i v a c y ,  c o n f i d e n t i a l i t y  a n d  I T / t e c h -
n i c a l / c y b e r s e c u r i t y  i s s u e s .  

T h e  s t a n d a r d  h e l p s  o r g a n i z a t i o n s  t o  a s s e s s
t h e i r  i n f o r m a t i o n  r i s k s ,  t h e n  t r e a t  t h e m  -  u s i n g
i n f o r m a t i o n  s e c u r i t y  c o n t r o l s ,  a c c o r d i n g  t o  t h e i r
n e e d s ,  u s i n g  t h e  g u i d a n c e  a n d  s u g g e s t i o n s
w h e r e  r e l e v a n t .  G i v e n  t h e  d y n a m i c  n a t u r e  o f
i n f o r m a t i o n  r i s k  a n d  s e c u r i t y ,  t h e  I S M S  c o n c e p t
i n c o r p o r a t e s  c o n t i n u o u s  f e e d b a c k  a n d
i m p r o v e m e n t  a c t i v i t i e s  t o  r e s p o n d  t o  c h a n g e s  i n
t h e  t h r e a t s ,  v u l n e r a b i l i t i e s ,  o r  i m p a c t s  o f
i n c i d e n t s .

T h e  I S O  2 7 0 0 1  s t a n d a r d  h a s  1 1 4  c o n t r o l s ,  i n  1 4
l o g i c a l  g r o u p i n g s  w i t h  3 5  c a t e g o r i e s :
A . 5 :    I n f o r m a t i o n  s e c u r i t y  p o l i c i e s  ( 2  c o n t r o l s )
A . 6 :    O r g a n i z a t i o n  o f  i n f o r m a t i o n  s e c u r i t y  

     ( 7  c o n t r o l s )
A . 7 :    H u m a n  r e s o u r c e  s e c u r i t y  -  6  c o n t r o l s  t h a t
         a r e  a p p l i e d  b e f o r e ,  d u r i n g ,  o r  a f t e r  
         e m p l o y m e n t
A . 8 :    A s s e t  m a n a g e m e n t  ( 1 0  c o n t r o l s )
A . 9 :    A c c e s s  c o n t r o l  ( 1 4  c o n t r o l s )
A . 1 0 :  C r y p t o g r a p h y  ( 2  c o n t r o l s )
A . 1 1 :  P h y s i c a l  a n d  e n v i r o n m e n t a l  s e c u r i t y  ( 1 5  
        c o n t r o l s )
A . 1 2 :  O p e r a t i o n s  s e c u r i t y  ( 1 4  c o n t r o l s )
A . 1 3 :  C o m m u n i c a t i o n s  s e c u r i t y  ( 7  c o n t r o l s )
A . 1 4 :  S y s t e m  a c q u i s i t i o n ,  d e v e l o p m e n t  a n d  

m a i n t e n a n c e  ( 1 3  c o n t r o l s )
A . 1 5 :  S u p p l i e r  r e l a t i o n s h i p s  ( 5  c o n t r o l s )
A . 1 6 :  I n f o r m a t i o n  s e c u r i t y  i n c i d e n t  m a n a g e m e n t  

( 7  c o n t r o l s )
A . 1 7 :  I n f o r m a t i o n  s e c u r i t y  a s p e c t s  o f  b u s i n e s s  

c o n t i n u i t y  m a n a g e m e n t  ( 4  c o n t r o l s )
A . 1 8 :  C o m p l i a n c e ;  w i t h  i n t e r n a l  r e q u i r e m e n t s ,  

s u c h  a s  p o l i c i e s ,  a n d  w i t h  e x t e r n a l  
r e q u i r e m e n t s ,  s u c h  a s  l a w s  ( 8  c o n t r o l s )

 

The Standard helps organizat ions to
have a broad perspect ive of  their
cybersecur ity  strategy.  

I t  helps to  map out  the var ious aspects  which
need to  be assessed to  conduct  a  gap analysis
between where the organizat ion stands now,
and where they need to  be,  in  terms of  their
cybersecurity  planning .  

Broad areas such as People ,  Products ,
Processes ,  Partners ,  Projects  are al l  involved
here,  internally  as  well  as  externally .
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A s  A u s t r a l i a n  m e m b e r s  o f  t h e  I n t e r n a t i o n a l
O r g a n i z a t i o n  f o r  S t a n d a r d i z a t i o n  ( I S O ) ,  a n d
I n t e r n a t i o n a l  E l e c t r o t e c h n i c a l  C o m m i s s i o n
( I E C )  w e  c o n n e c t  A u s t r a l i a  w i t h  t h e  r e s t  o f
t h e  w o r l d  t h r o u g h  s t a n d a r d s .  A l i g n i n g
s t a n d a r d s  t o  b e  r e c o g n i s e d  i n t e r n a t i o n a l l y
s t r e n g t h e n s  A u s t r a l i a ’ s  g l o b a l  r e l a t i o n s h i p s
a n d  t h e  e c o n o m y  a n d  a l l o w s  A u s t r a l i a  t o
w o r k  w i t h  o t h e r  n a t i o n s  t o  g u i d e
s t a n d a r d i s a t i o n  d e v e l o p m e n t .

Humble  beginnings
“ T h e r e  c a n  b e  f e w  o r g a n i s a t i o n s  t h a t  h a v e
m a d e  s u c h  a n  e s s e n t i a l  c o n t r i b u t i o n  t o  o u r
q u a l i t y  o f  l i f e  a s  S t a n d a r d s  A u s t r a l i a  w h i l e
l e a v i n g  s o  f e w  f o o t p r i n t s  i n  p u b l i c
a w a r e n e s s . ”  W i n t o n  H i g g i n s ,  E n g i n e s  o f
C h a n g e .  

O v e r  t h e  p a s t  o n e  h u n d r e d  y e a r s ,
S t a n d a r d s  A u s t r a l i a  h a s  d e v e l o p e d  i n t o  a n
o r g a n i s a t i o n  t h a t  r e p r e s e n t s  c o n s u m e r
s a f e t y ,  o c c u p a t i o n a l  h e a l t h ,  e n e r g y
m a n a g e m e n t  a n d  m o r e  –  a l l  t o  i m p r o v e  t h e
q u a l i t y  a n d  c o m f o r t  o f  e v e r y d a y  l i f e .  

WRITTEN BY
ADAM STINGEMORE
General Manager,
Standards Australia

                   A u s t r a l i a  
i s  A u s t r a l i a ’ s  l e a d i n g  i n d e p e n d e n t ,  n o t - f o r -
p r o f i t  s t a n d a r d s  o r g a n i s a t i o n ,  c o n t i n u o u s l y
s e r v i n g  t h e  c o m m u n i t y  s i n c e  i t s  f o r m a t i o n  i n
1 9 2 2 .

O u r  p u r p o s e  i n  d e v e l o p i n g  s t a n d a r d s  i s  t o
p r o v i d e  v a l u e  t o  A u s t r a l i a ,  i t s  b u s i n e s s e s ,  a n d
i t s  p e o p l e .  W i t h  s t r o n g e r  s t a n d a r d s  i n  p l a c e ,
A u s t r a l i a  c a n  e n j o y  g r e a t e r  e c o n o m i c
e f f i c i e n c y  a n d  i n c r e a s e d  p r o m i n e n c e  o n  t h e
i n t e r n a t i o n a l  s t a g e .  R o b u s t  s t a n d a r d s  a l s o
s u p p o r t  o u r  l o c a l  c o m m u n i t i e s  b y  b u i l d i n g  a
s a f e r ,  m o r e  s u s t a i n a b l e  e n v i r o n m e n t .

W e  p r o v i d e  i n n o v a t i v e  s o l u t i o n s  a n d  s t r a t e g i c
i n i t i a t i v e s  w h i l s t  b e i n g  a  t r u s t e d  v o i c e  a c r o s s
a  p l e t h o r a  o f  i n t e r n a t i o n a l  f o r a .  W o r k i n g  w i t h
i n d u s t r y  e x p e r t s ,  w e  a s s i s t  i n  t h e  d e v e l o p m e n t
o f  A u s t r a l i a n  s t a n d a r d s  a n d  t h e  a d a p t a t i o n  o f
i n t e r n a t i o n a l l y  a l i g n e d  s t a n d a r d s  t o  f i t  t h e
n e e d s  o f  i n d u s t r y ,  g o v e r n m e n t  a n d  o u r
c o m m u n i t i e s .  
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A g r i c u l t u r e ,  F o r e s t r y ,  F i s h i n g  a n d  F o o d

B u i l d i n g  &  C o n s t r u c t i o n

C o m m u n i c a t i o n s ,  I n f o r m a t i o n  T e c h n o l o g y
a n d  e - C o m m e r c e  S e r v i c e s

C o n s u m e r  P r o d u c t s ,  S e r v i c e s  &  S a f e t y

E d u c a t i o n  &  T r a i n i n g  S e r v i c e s

E l e c t r o t e c h n o l o g y  &  E n e r g y

H e a l t h  &  C o m m u n i t y  S e r v i c e s

M a n u f a c t u r i n g  &  P r o c e s s i n g

M i n i n g

P u b l i c  S a f e t y ,  P u b l i c  A d m i n i s t r a t i o n ,
B u s i n e s s  &  M a n a g e m e n t  

T r a n s p o r t  &  L o g i s t i c s

W a t e r  &  W a s t e  S e r v i c e s

O i l  &  G a s

A s  a n  i n n o v a t i v e  l e a d e r ,  w e  a d d  v a l u e  t o
A u s t r a l i a n  i n d u s t r y ,  g o v e r n m e n t  a n d
c o m m u n i t y  a c r o s s  1 3  s e c t o r s ;  

W i t h  a  h i s t o r y  o f  s u p p o r t i n g  t h e  A u s t r a l i a n
c o m m u n i t y ,  d i v e r s e  s t a k e h o l d e r  e n g a g e m e n t
a n d  c r o s s - b o r d e r  s t a n d a r d i s a t i o n ,  S t a n d a r d s
A u s t r a l i a  p l a n s  o n  c o n t i n u i n g  t o  b e  t h e
‘ e n g i n e  o f  c h a n g e ’  f o r  t h e  n e x t  1 0 0  y e a r s .

A  strategic  approach
C h a n g e  t h r o u g h  i n n o v a t i o n  i s  a t  t h e  c o r e  o f
w h a t  w e  d o  a n d  i s  a c h i e v e d  b y  c o n s i s t e n t l y
p r o v i d i n g  s t r a t e g i c  s o l u t i o n s  a c r o s s  o u r  1 3
s e c t o r s .  

S u s t a i n a b i l i t y  a n d  r e n e w a b l e  e n e r g y  h a v e
b e e n  k e y  f o c u s e s  f o r  S t a n d a r d s  A u s t r a l i a  a n d
w e  h a v e  c o n t r i b u t e d  t o  t h e  p u b l i c a t i o n  o f
s e v e r a l  s t a n d a r d s  a c r o s s  h y d r o g e n ,  w i n d
e n e r g y ,  s o l a r  ( P V ) ,  a n d  g r i d  s t a b i l i t y .  

Better  distribution
solutions

A  k e y  o b j e c t i v e  o f  S t a n d a r d s  A u s t r a l i a  i s  t o
p r o v i d e  a c c e s s i b l e  s t a n d a r d s  t o  i n d u s t r y  a n d
c o m m u n i t y .  W e  r e c e n t l y  a n n o u n c e d  a n
e x c i t i n g  s t e p  f o r w a r d  w i t h  t h e  u p c o m i n g
l a u n c h  o f  t h e  S t a n d a r d s  S t o r e .  T h i s
s e a m l e s s l y  i n t e g r a t e d  p l a t f o r m  w i l l ,  f o r  t h e
f i r s t  t i m e ,  g i v e  c u s t o m e r s  a  c h o i c e  o f  h o w
t h e y  w o u l d  l i k e  t o  a c c e s s  s t a n d a r d s  –  p r i n t e d
o r  d i g i t a l l y .

T h e  S t a n d a r d s  S t o r e  w i l l  a l s o  i n c l u d e
i n n o v a t i v e  f e a t u r e s  t h a t  a l l o w  c u s t o m e r s  t o
b r o w s e  c a t e g o r i e s ,  s e a r c h  f o r  t e r m s  a n d  t r a c k
f o r  u p d a t e s  t o  s p e c i f i c  s t a n d a r d s .  I t  w i l l  e v e n
a l l o w  c u s t o m e r s  t o  p r e v i e w  s t a n d a r d s  b e f o r e
p u r c h a s i n g .

T h e  n e w l y  d e v e l o p e d  S t r a t e g i c  I n i t i a t i v e s
t e a m  w i l l  d e l i v e r  c r i t i c a l  p r o j e c t s  t h a t
s t r a t e g i c a l l y  o r  e c o n o m i c a l l y  b e n e f i t  A u s t r a l i a
a n d  A u s t r a l i a n  s t a k e h o l d e r s ,  h e l p i n g  t o  c r e a t e
i n d u s t r i e s  o f  t h e  f u t u r e .    
W o r k i n g  w i t h  i n d u s t r y ,  a c a d e m i a ,  g o v e r n m e n t
a g e n c i e s ,  a n d  c o m m u n i t y  a s s o c i a t i o n s  w e  w i l l
d e l i v e r  c o n s e n s u s  s t a n d a r d s  a n d  o t h e r
g u i d a n c e  t o  a d d r e s s  t h e  d a i l y ,  r e a l - w o r l d
c h a l l e n g e s .  
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A  trusted  voice

S t a n d a r d s  A u s t r a l i a ’ s  r e p u t a t i o n  a s  a  t r u s t e d
a d v i s o r  t o  p o l i c y m a k e r s  a n d  i n d u s t r y  l e a d e r s ,
o n  b o t h  a  n a t i o n a l  a n d  i n t e r n a t i o n a l  l e v e l ,  i s
o f  u t m o s t  i m p o r t a n c e  t o  u s .  W i t h i n  A u s t r a l i a
w e  c o n t r i b u t e  s i g n i f i c a n t  v a l u e  t o  t h e
e c o n o m i c  g r o w t h  a s  w e l l  a s  t h e  h e a l t h  a n d
s a f e t y  o f  c o m m u n i t i e s .  

I n t e r n a t i o n a l l y ,  w e  a r e  a  t r u s t e d  v o i c e  i n
a s s i s t i n g  r e g i o n a l  e c o n o m i e s  i n  t h e  u s e  o f
s t a n d a r d s .  O u r  G e n e r a l  M a n a g e r  o f
O p e r a t i o n s ,  K a r e e n  R i l e y - T a k o s ,  i s  a  b o a r d
m e m b e r  o f  t h e  I E C  S t a n d a r d i z a t i o n
M a n a g e m e n t  B o a r d  ( S M B ) ,  o v e r s e e i n g  t h e
m a n a g e m e n t  a n d  s u p e r v i s i o n  o f  t h e  I E C ’ s
s t a n d a r d s  w o r k .  

H e a d  o f  I n t e r n a t i o n a l ,  K a r e n  B a t t ,  w a s
r e c e n t l y  e l e c t e d  t o  t h e  I S O  T e c h n i c a l
M a n a g e m e n t  B o a r d  ( T M B ) .  S h e  a s s i s t e d
S t a n d a r d s  A u s t r a l i a  i n  e n t e r i n g  a  m e n t o r i n g
a r r a n g e m e n t  w i t h  t h e  I n s t i t u t e  o f  S t a n d a r d s  o f
C a m b o d i a  ( I S C )  a l o n g  w i t h  t h e  I n t e r n a t i o n a l
E l e c t r o t e c h n i c a l  C o m m i s s i o n  ( I E C ) .  T h e
o b j e c t i v e  o f  t h e  a g r e e m e n t  i s  t o  p r o v i d e
g u i d a n c e  o n  C a m b o d i a ’ s  k e y  f o c u s  o n  t h e
d e v e l o p m e n t  o f  t h e i r  N a t i o n a l
E l e c t r o t e c h n o l o g y  c o m m i t t e e .

A  look  into  the  future
S t a n d a r d s  A u s t r a l i a  i s  e x p e r i e n c i n g  e x c i t i n g
c h a n g e s !  

C u r r e n t l y ,  w e  a r e  e x p a n d i n g  o u r  d e p a r t m e n t s
f r o m  S t a k e h o l d e r  E n g a g e m e n t ,  V o i c e  o f  t h e
C u s t o m e r  t o  S t r a t e g i c  I n i t i a t i v e s  t o  e n s u r e
o u r  k e y  s t a k e h o l d e r s  a r e  s u p p o r t e d
t h r o u g h o u t  t h e  s t a n d a r d s  d e v e l o p m e n t
j o u r n e y .  

W e  a r e  a  s t r o n g  v o i c e  w i t h i n  t h e  A u s t r a l i a n
c o m m u n i t y ,  w i t h  a n  o n g o i n g  o b j e c t i v e  t o  n o t
o n l y  e d u c a t e  o u r  c u r r e n t  i n d u s t r y ,  b u t  o u r
f u t u r e  i n n o v a t o r s  a n d  l e a d e r s  a s  w e l l .  

L a s t  y e a r ,  S t a n d a r d s  A u s t r a l i a  a n n o u n c e d  t h e
l a u n c h  o f  t h e  ‘ C o n s t r u c t  N S W  e L e a r n i n g
m o d u l e ’  i n  p a r t n e r s h i p  w i t h  N S W  O f f i c e r  o f
t h e  B u i l d i n g  C o m m i s s i o n e r .  I t  i s  a n  i n - d e p t h
e d u c a t i o n a l  t r a i n i n g  r e s o u r c e  f o r  c o n s t r u c t i o n
s t a n d a r d s .  

S t a n d a r d s  A u s t r a l i a ’ s  o n g o i n g  e d u c a t i o n a l
p r o g r a m ,  N E X T g e n ,  i s  a n  o p p o r t u n i t y  f o r
p a r t i c i p a n t s  t o  u n d e r s t a n d  t h e  n a t i o n a l  a n d
i n t e r n a t i o n a l  s t a n d a r d i s a t i o n  p r o c e s s e s .  T h e
y e a r - l o n g  p r o g r a m  p r o v i d e s  t r a i n i n g  w i t h
d i r e c t  e x p o s u r e  i n t o  t h e  w o r l d  o f  s t a n d a r d s .
B y  i n v e s t i n g  i n  t h e  f u t u r e  g e n e r a t i o n  o f
l e a d e r s  a n d  e x p e r t s  w e  a r e  s u p p o r t i n g  t h e
f u t u r e  o f  s t a n d a r d s  d e v e l o p m e n t .

L a s t  y e a r ,  S t a n d a r d s  A u s t r a l i a  h e l d  t h e  f i r s t
N E X T g e n  B o o t c a m p .  T h e  p r o g r a m  v i r t u a l l y
h o s t e d  1 5  o f  T e l s t r a ’ s  r e c e n t  g r a d u a t e s ,
i n t r o d u c i n g  t h e m  t o  t h e  w o r l d  o f  s t a n d a r d s .
T h e  p r o g r a m  p r o v i d e d  i n s i g h t s  i n t o  h o w
s t a n d a r d s  s h a p e  t h e  w o r l d ,  d i s c u s s e d
s t a n d a r d s  d e v e l o p m e n t  a n d  i n n o v a t i o n  a n d
e n c o u r a g e d  t h e  n e x t  g e n e r a t i o n  o f  y o u n g
p r o f e s s i o n a l s  t o  b e c o m e  i n v o l v e d .

I n  a d d i t i o n  t o  t h e  N E X T g e n  p r o g r a m ,
S t a n d a r d s  A u s t r a l i a  h a s  a  G r a d u a t e  P r o g r a m
w h i c h  a i m s  t o  e d u c a t e  t h e  n e x t  g e n e r a t i o n  o f
e m e r g i n g  l e a d e r s .  T h e  s e c o n d  a n n u a l  i n t a k e
o f  g r a d u a t e s  s a w  a n  o v e r w h e l m i n g  r e s p o n s e .
F r o m  t h e  3 6 5  a p p l i c a t i o n s ,  f o u r  g r a d u a t e s
w e r e  o n b o a r d e d  f o r  t h e  1 2 - m o n t h  p r o g r a m .
 
T h i s  y e a r ’ s  g r a d u a t e s  a r e  f r o m  d i f f e r e n t  f i e l d s
o f  s t u d y  a n d  w i l l  s p e n d  t h e  y e a r  l e a r n i n g
a b o u t  t h e  s t a n d a r d s  d e v e l o p m e n t  p r o c e s s .
D u r i n g  t h e  p r o g r a m ,  e a c h  g r a d u a t e  w i l l  r o t a t e
t h r o u g h o u t  v a r i o u s  d e p a r t m e n t s  w i t h i n  t h e
b u s i n e s s ,  g a i n i n g  i n v a l u a b l e  i n d u s t r y
e x p e r i e n c e .
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W e  s p o k e  w i t h  2 0 2 0  g r a d u a t e ,  G e o r g e  S f i n a s ,
w h o  h a s  n o w  t a k e n  u p  a  r o l e  a s  E n g a g e m e n t
O f f i c e r  a n d  2 0 2 1  g r a d u a t e ,  J a s m i n e
B r i n s m e a d ,  f o r  i n s i g h t s  i n t o  t h e  l i f e  o f  a
S t a n d a r d s  A u s t r a l i a  g r a d u a t e .  

W e  s p o k e  w i t h  2 0 2 0  g r a d u a t e ,  G e o r g e  S f i n a s ,
w h o  h a s  n o w  t a k e n  u p  a  r o l e  a s  E n g a g e m e n t
O f f i c e r  a n d  2 0 2 1  g r a d u a t e ,  J a s m i n e
B r i n s m e a d ,  f o r  i n s i g h t s  i n t o  t h e  l i f e  o f  a
S t a n d a r d s  A u s t r a l i a  g r a d u a t e .  

Emerging  leaders  
B e f o r e  j o i n i n g  t h e  S t a n d a r d s  A u s t r a l i a
g r a d u a t e  p r o g r a m  i n  2 0 2 0 ,                                                                             
s t u d i e d  a  B a c h e l o r  o f  A r t s  a n d  B u s i n e s s  a t
U n i v e r s i t y  o f  N e w  S o u t h  W a l e s  ( U N S W ) .
T h r o u g h o u t  h i s  d e g r e e  h e  w o r k e d  i n
a d m i n i s t r a t i o n  a n d  r e t a i l  a n d  v o l u n t e e r e d  a t
t h e  A u s t r a l i a n  C a n c e r  R e s e a r c h  F o u n d a t i o n .

W h e n  a s k e d  w h a t  a t t r a c t e d  h i m  t o  t h e
S t a n d a r d s  A u s t r a l i a  G r a d u a t e  P r o g r a m ,
G e o r g e  s a i d  h e  l i k e d  h o w  t h e  s t r u c t u r e  g a v e  a
c o m p r e h e n s i v e  t o u r  o f  t h e  o r g a n i s a t i o n .  “ I t
h a d  a  h e a l t h y  l e v e l  o f  w o r k i n g  w i t h
g o v e r n m e n t ,  i n d u s t r y  a n d  d i f f e r e n t  s e c t o r s  o f
t h e  A u s t r a l i a  e c o n o m y . ”

T h r o u g h o u t  t h e  p r o g r a m ,  G e o r g e ,  a l o n g  w i t h
t h r e e  o t h e r  g r a d u a t e s ,  r o t a t e d  t h r o u g h  t h e
S t a n d a r d s  D e v e l o p m e n t ,  P r o d u c t  a n d
S t a k e h o l d e r  a n d  I n t e r n a t i o n a l  E n g a g e m e n t
t e a m s .  

“ M y  t i m e  i n  t h e  S t a n d a r d s  D e v e l o p m e n t  t e a m
e x p o s e d  m e  t o  t h e  c o m m i t t e e  a s p e c t  o f  t h e
c o m p a n y ,  i n c l u d i n g  l i a i s i n g  w i t h  p r i m a r y
c o n t a c t s  a n d  c o n s t i t u t i n g  c o m m i t t e e s .
W o r k i n g  w i t h  I n t e r n a t i o n a l  E n g a g e m e n t
a l l o w e d  m e  t o  w o r k  o n  a  r a n g e  o f  i n t e r e s t i n g
p r o j e c t s  a n d  i n i t i a t i v e s .  

“ F i n i s h i n g  t h e  p r o g r a m  i n  t h e  P r o d u c t  t e a m
r e a l l y  c l o s e d  t h e  l o o p  i n  m y  l e a r n i n g .  U n t i l
t h a t  p o i n t ,  I  h a d  a  v i e w  o f  s t a n d a r d s  t h a t  w a s
o n l y  a t  a  c o m m i t t e e  l e v e l .  I n  t h e  P r o d u c t
t e a m ,  I  w a s  g i v e n  t h e  c h a n c e  t o  t a l k  t o
t r a d e s p e o p l e  a n d  p r a c t i t i o n e r s  w h o  u s e
s t a n d a r d s  i n  t h e i r  d a y - t o - d a y  l i f e .  D u r i n g  t h e
p r o g r a m ,  I  l e a r n t  m y  p a s s i o n  w a s  i n  t h e
e n g a g e m e n t  s i d e  o f  t h e  b u s i n e s s . ”  

H a v i n g  s u c c e s s f u l l y  c o m p l e t e d  t h e  p r o g r a m ,
G e o r g e  h a s  a c c e p t e d  a n  e x c i t i n g  r o l e  w i t h
S t a n d a r d s  A u s t r a l i a  a s  a n  E n g a g e m e n t
O f f i c e r  w o r k i n g  w i t h  t h e  B u i l d i n g ,
C o n s t r u c t i o n  a n d  W a t e r  a n d  W a s t e  S e r v i c e s
s e c t o r s .  
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“My current  goal  is  to
become an expert  in
Building,  Construction and
Water and Waste Services
sectors  and hone my ski l ls
within them. I  can get  to
know and understand the
stakeholders and can
contr ibute to the
development of  standards
that  benef i t  the Austral ian
community , ”  

 George Sfinas



T h r o u g h o u t  2 0 2 1 ,  G e o r g e  w i l l  a l s o  b e
a s s i s t i n g  a n d  m e n t o r i n g  o n e  o f  t h e  n e w
g r a d u a t e s .  H i s  m e n t e e ,  J a s m i n e  B r i n s m e a d ,
b e g a n  h e r  f i r s t  r o t a t i o n  i n  t h e  M a r k e t i n g  a n d
C o m m u n i c a t i o n s  d e p a r t m e n t .

H a v i n g  c o m p l e t e d  a  d e g r e e  i n  I n t e r n a t i o n a l
R e l a t i o n s  w i t h  a  m a j o r  i n  G l o b a l  S u s t a i n a b l e
D e v e l o p m e n t  a t  t h e  U n i v e r s i t y  o f  W o l l o n g o n g ,
J a s m i n e  i s  p a s s i o n a t e  a b o u t  s u s t a i n a b i l i t y
a n d  s o c i a l  c h a n g e .

“ I  h a v e  a l w a y s  b e e n  s o c i a l l y  a n d  e c o n o m i c a l l y
c o n s c i o u s .  A f t e r  I  c o m p l e t e d  a n  i n t e r n s h i p  i n
F i j i  w h e r e  I  h e l p e d  d e v e l o p  a  s o c i a l
e n t e r p r i s e  f o r  t h e  c o m m u n i t y ,  I  f e l l  i n  l o v e
w i t h  s t a k e h o l d e r  e n g a g e m e n t  a n d  m a k i n g  a
p o s i t i v e  s o c i a l  i m p a c t . ”

A f t e r  u n i v e r s i t y ,  J a s m i n e  w a s  o n  t h e  l o o k o u t
f o r  a  p r o g r a m  t h a t  w o u l d  g i v e  h e r  t h e  a b i l i t y
t o  w o r k  w i t h  s t a k e h o l d e r s  f r o m  d i v e r s e
b a c k g r o u n d s .  “ T h e  S t a n d a r d s  A u s t r a l i a
G r a d u a t e  P r o g r a m  d r e w  m e  i n ,  a s  t h e
o r g a n i s a t i o n  i s  a  c o n f l u e n c e ,  w o r k i n g  w i t h  a l l
m e m b e r s  o f  s o c i e t y . ”
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J a s m i n e  s a y s  t h e r e  a r e  s o m e  a s p e c t s  o f
S t a n d a r d s  A u s t r a l i a  s h e  w a s  h a p p y  t o  l e a r n
a b o u t  –
“ T h e  o r g a n i s a t i o n  d r a w s  f r o m  e v e r y  m e m b e r
i n  t h e  c o m m u n i t y ;  e v e r y o n e  h a s  a  s e a t  a t  t h e
t a b l e .  I  w a s  s u r p r i s e d  t o  h e a r  a c a d e m i c s
c o u l d  s i t  o n  c o m m i t t e e s ,  a s  I  o r i g i n a l l y
t h o u g h t  i t  w a s  a l l  t e c h n i c a l l y  b a s e d .  T h e
p u b l i c  c o m m e n t i n g  p r o c e s s  i s  a l s o  f a n t a s t i c .
A n y o n e  c a n  s i g n  u p  a n d  h a v e  t h e i r  o p i n i o n  o n
a  s t a n d a r d .  I t ’ s  ‘ a l l  i n ’  s e r v i c e  t o  t h e
c o m m u n i t y . ”  

W h e n  a s k e d  w h a t  s h e  w a n t e d  t o  g e t  o u t  f r o m
h e r  y e a r  a t  S t a n d a r d s  A u s t r a l i a  s h e
r e s p o n d e d  w i t h ,  “ I  w a n t  a  w e l l - f o u n d e d
k n o w l e d g e  o f  t h e  o r g a n i s a t i o n ,  t o  u n d e r s t a n d
h o w  e a c h  d e p a r t m e n t  i n t e r a c t s  a n d  w o r k s  w i t h
e a c h  o t h e r  a n d  g e t  a  b e h i n d  t h e  s c e n e s  l o o k .
A  p e r k  s p e c i f i c  t o  S t a n d a r d s  A u s t r a l i a  w o u l d
b e  t h e  a b i l i t y  t o  m e e t  p e o p l e  f r o m  a l l  d i f f e r e n t
a r e a s  o f  A u s t r a l i a n  i n d u s t r y . ”
T h e  a r e a  o f  s t a n d a r d i s a t i o n  t h a t  p e a k s
J a s m i n e ’ s  i n t e r e s t ,  i s  i n n o v a t i o n  a n d
t e c h n o l o g y .

W h i l e  e a r l y  i n  t h e  p r o g r a m ,  J a s m i n e  s a y s  s h e
h a s  e x p e r i e n c e d  c o m p r e h e n s i v e  s u p p o r t  a n d
t r a i n i n g .  “ I t ’ s  g r e a t  t o  k n o w  I  w i l l  b e  i n v e s t e d
i n  f o r  a  w h o l e  y e a r ,  s o  t h a t  I ’ m  p r e p a r e d  t o
t a k e  o n  a  r o l e  a f t e r  t h e  p r o g r a m .  I  h a v e
a l w a y s  w a n t e d  t o  b e  p a r t  o f  a  c h a n g e  a n d  a n
o r g a n i s a t i o n  t h a t  c o n s i d e r s  f u t u r e
g e n e r a t i o n s .  S t a n d a r d s  A u s t r a l i a  o f f e r s  t h a t
p o t e n t i a l . ”

“ I  w o u l d  l o v e  t o  e n g a g e
i n t e r n a t i o n a l l y  o n  c r o s s  b o r d e r
i s s u e s  l i k e  a r t i f i c i a l  i n t e l l i g e n c e
a n d  c y b e r  s e c u r i t y .  I  a m  a l s o
r e a l l y  l o o k i n g  f o r w a r d  t o
l e a r n i n g  t e c h n i c a l  s k i l l s  –
s o f t w a r e ,  b u s i n e s s  o p e r a t i o n s
a n d  c a m p a i g n s . ”

J a s m i n e  B r i n s m e a d
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B o t h  m a n d a t o r y  a n d  v o l u n t a r y  s t a n d a r d s
b e i n g  p r a c t i c e d  i n  F i j i  b e n e f i t  p u b l i c  h e a l t h ,
s a f e t y ,  a n d  t h e  e n v i r o n m e n t .  T h e  F i j i a n
c o n s u m e r s  b e n e f i t  f r o m  t h e  d e v e l o p m e n t  a n d
d e s i g n  o f  n e w  a n d  i m p r o v e d  r e q u i r e m e n t s  f o r
t h e  s a f e t y  a n d  q u a l i t y  o f  t h e  p r o d u c t s  w h i c h
t h e y  b u y  a n d  t h e  s e r v i c e s  w h i c h  c o n s u m e r s
r e l y  u p o n  e a c h  d a y .  W h i l e  a  s t a n d a r d  i s  a
t e c h n i c a l  e x p r e s s i o n  o f  h o w  t o  m a k e  a
p r o d u c t  s a f e ,  e f f i c i e n t ,  a n d  c o m p a t i b l e  w i t h
o t h e r s ,  d e v e l o p m e n t  a n d  i m p l e m e n t a t i o n  o f  i t
w i l l  o n l y  b e  e f f e c t i v e  i f  i t  i n c o r p o r a t e s  t h e
v i e w s  o f  b o t h  c o n s u m e r s  a n d  b u s i n e s s e s ,
g i v e n  t h e y  a r e  t h e  k e y  s t a k e h o l d e r s  w h i c h
w i l l  b e  i m p a c t e d  b y  i t .

Needs  of  Consumer
Involvement  in  Developing
and  Implementing  Standards

T h e  i n v o l v e m e n t  o f  c o n s u m e r s  p r o v i d e s
a s s u r a n c e  b y  i n c r e a s i n g  c o n s u m e r
c o n f i d e n c e  w h e n  p e r s o n n e l ,  p r o d u c t s ,
s y s t e m s ,  p r o c e s s e s ,  o r  s e r v i c e s  a r e
e v a l u a t e d  a g a i n s t  t h e  r e q u i r e m e n t s  o f  a
v o l u n t a r y  s t a n d a r d .  P r o d u c t s  a n d  s t a n d a r d s
t h a t  t a k e  c o n s u m e r  n e e d s  i n t o  a c c o u n t  a r e
m o r e  l i k e l y  t o  b e  a c c e p t e d  i n t o  t h e
m a r k e t p l a c e ,  a n d  m o r e  l i k e l y  t o  b e  a d o p t e d
i n t o  r e g u l a t i o n  w h e r e  a p p l i c a b l e .

I n v o l v e m e n t  o f  c o n s u m e r  f e e d b a c k  a n d  v i e w s
i n  s t a n d a r d i z a t i o n  n o t  o n l y  p r o m o t e s  s a f e r ,
h e a l t h i e r ,  a n d  m o r e  e n v i r o n m e n t a l l y  s o u n d
p r o d u c t s  a n d  s e r v i c e s ,  i t  a l s o  i n c r e a s e s
c o n f i d e n c e  i n  t h e  q u a l i t y  a n d  r e l i a b i l i t y  o f
p r o d u c t s  a n d  s e r v i c e s  a v a i l a b l e .  
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How  is  this  done  in  Fiji?

                            I n  o r d e r  t o  i n d e p e n d e n t l y
r e p r e s e n t  t h e  i n t e r e s t s

o f  c o n s u m e r s ,  F i j i  h a s  t h e  C o n s u m e r  C o u n c i l
o f  F i j i  w h i c h  p r o m o t e s  c o n s u m e r  s o l i d a r i t y
a n d  r e c o m m e n d s  p o l i c i e s  t o  p r o t e c t  a n d
p r o m o t e  c o n s u m e r  i n t e r e s t .  

T h e  C o u n c i l  i s  a  s t a t u t o r y  b o d y  e s t a b l i s h e d
u n d e r  t h e  C o n s u m e r  C o u n c i l  A c t  ( C a p  2 3 5 ) .
T h e  C o u n c i l ,  a s  a  w a t c h d o g  p r o t e c t s  t h e
r i g h t s  a n d  i n t e r e s t s  o f  c o n s u m e r s  b y
p r o m o t i n g  a  f a i r  a n d  j u s t  d e l i v e r y  o f  g o o d s
a n d  s e r v i c e s .  T h e  C o n s u m e r  C o u n c i l  o f  F i j i  i s
a n  a d v o c a c y  o r g a n i s a t i o n ,  c o n d u c t i n g  r i g o -
r o u s  r e s e a r c h  a n d  p o l i c y  a n a l y s i s  o n  k e y
c o n s u m e r  i s s u e s .  

C C F ’ s  i n s i g h t  i n t o  c o n s u m e r  n e e d s  i s  a
p o w e r f u l  t o o l  f o r  i n f l u e n c i n g  d e c i s i o n - m a k e r s
t o  b r i n g  a b o u t  c h a n g e .  T h e  C o u n c i l  p r o t e c t s
v u l n e r a b l e  g r o u p s  s u c h  a s  r u r a l  p o o r ,
p h y s i c a l l y  a n d  m e n t a l l y  c h a l l e n - g e d ,  c h i l d r e n
a n d  w o m e n  b y  i d e n t i f y i n g  a n d  a r t i c u l a t i n g
p o l i c y  i s s u e s  t h a t  a r e  o f  i m p o r t a n c e  t o
c o n s u m e r s .

STANDARDS ASIA
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Manager
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C o m p a n i e s  t h a t  a r e  m o s t
s u c c e s s f u l  i n  t h e i r  s e c t o r s
r e c o g n i z e  t h a t  s t a n d a r d s
a n d  c o n f o r m a n c e  a r e
b u s i n e s s  t o o l s  t h a t  s h o u l d
b e  m a n a g e d  r i g h t  a l o n g s i d e
t h e i r  q u a l i t y ,  s a f e t y ,
i n t e l l e c t u a l  p r o p e r t y ,  a n d
e n v i r o n m e n t a l  p o l i c i e s .

T h e  C o u n c i l  i s  l e g a l l y  m a n d a t e d  t o  d o  s u c h
a c t s  a n d  t h i n g s  i t  c o n s i d e r s  n e c e s s a r y  o r
e x p e d i e n t  t o  e n s u r e  t h a t  t h e  i n t e r e s t s  o f
c o n s u m e r s  o f  g o o d s  a n d  s e r v i c e s  a r e
p r o m o t e d  a n d  p r o t e c t e d .  T h e s e  f u n c t i o n s
i n c l u d e :  a d v i s i n g  M i n i s t e r s  o n  m a t t e r s  a f f e c -
t i n g  t h e  i n t e r e s t s  o f  t h e  c o n s u m e r s ;  m a k i n g
r e p r e s e n t a t i o n s  t o  t h e  G o v e r n m e n t  o r  t o  a n y
o t h e r  p e r s o n / o r g a n i z a t i o n s  o n  a n y  i s s u e s
a f f e c t i n g  t h e  i n t e r e s t s  o f  c o n s u m e r s ;
c o l l e c t i n g ,  c o l l a t i n g  a n d  d i s s e m i n a t i n g  i n f o r -
m a t i o n  i n  r e s p e c t  o f  m a t t e r s  a f f e c t i n g  t h e
i n t e r e s t s  o f  c o n s u m e r s ;  s u p p o r t i n g  o r
m a i n t a i n i n g  l e g a l  p r o c e e d i n g s  i n i t i a t e d  b y  a
c o n s u m e r ,  w h e r e  s u c h  s u p p o r t  i s  d e e m e d
n e c e s s a r y ;  c o n d u c t i n g  r e s e a r c h  a n d
i n v e s t i g a t i o n s  i n t o  m a t t e r s  a f f e c t i n g
c o n s u m e r s ;  a d v i s i n g  a n d  a s s i s t i n g  c o n s u m e r s
o n  m a t t e r s  a f f e c t i n g  t h e i r  i n t e r e s t s .  

A s  s u c h ,  t h e  C o u n c i l  r e c o g n i z e s  t h e
i m p o r t a n c e  o f  s t a n d a r d s  a s  i t  e n c o m p a s s e s
c r i t i c a l  c o n s u m e r  i s s u e s  s u c h  a s  p r o d u c t
c o m p a t i b i l i t y ;  q u a l i t y  o f  p r o d u c t s  a n d
s e r v i c e s ;  e a s e  o f  u s e  a n d  a c c e s s i b i l i t y ;  t h e
e n v i r o n m e n t ,  h e a l t h ,  a n d  s a f e t y ;  a n d
c o r p o r a t e  a n d  s o c i a l  r e s p o n s i b i l i t y .  

I n  o r d e r  t o  e n s u r e  t h a t  t h e  r i g h t s  o f
c o n s u m e r s  a r e  p r o t e c t e d  t h r o u g h  t h e  d e v e -
l o p m e n t  a n d  i m p l e m e n t a t i o n  o f  s t a n d a r d s ,  t h e
C o u n c i l  h a s  s u b m i t t e d  p r o p o s a l s  t o  t h e
D N T M S  a n d  w o r k  i s  u n d e r t a k e n  t o  i m p l e m e n t
s t a n d a r d i z a t i o n  o f  m a n y  c o n s u m e r  p r o d u c t s .  

A d d i t i o n a l l y ,  a l l  p r o p o s e d  p o l i c i e s  a n d
l e g i s l a t i o n  t h a t  h a s  a n  i m p a c t  o n  c o n s u m e r s
a r e  f i r s t  s u b m i t t e d  t o  t h e  C o u n c i l  t o  e n s u r e
t h a t  t h e  v i e w s  a n d  i n t e r e s t s  o f  c o n s u m e r s  a r e
p r o m o t e d  a n d  p r o t e c t e d  b e f o r e  b e i n g
i m p l e m e n t e d .  

STANDARDS ASIA

Faci l i tate bus iness

interact ion (gives bus inesses

a voice);  

Provide a platform to

enable bus inesses to comply

with the relevant laws and

regulat ions in  place (or

feedback on new laws);  

Promote sustainable

products  to the market;  and,

Provide interoperabi l i ty

between exist ing and new

goods,  serv ices and

processes .

I t  i s  v i tal  for  bus inesses to be

involved in  the standard

development of  a country  as

th is  wi l l :

1 .

2 .

3 .

4 .
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A  young  LEADER  in  Consumer
Council ,  Fiji

W i t h  t h e  i n t e n t i o n  t o  p r o m o t e  s t a n d a r d s
d e v e l o p m e n t  w o r k  a s  a  c a r e e r  o f  c h o i c e
a m o n g  y o u n g  p e o p l e  i n  A s i a .  T h e  C o u n c i l  i s
n o m i n a t i n g  M r .  V i n a s h  S i n g h ;  M a n a g e r
C a m p a i g n s .  I n f o r m a t i o n  &  M e d i a  t o  p r o m o t e
s t a n d a r d s  d e v e l o p m e n t  i n  F i j i .  M r .  S i n g h  h a s
a  M a s t e r ’ s  d e g r e e  i n  B u s i n e s s  A d m i n i s t r a t i o n
a n d  h a s  c a r r i e d  o u t  a d v o c a c y  a n d  p o l i c y  w o r k
i n  h i s  p r e v i o u s  r o l e s  i n  t h e  F i j i a n  G o v e r n m e n t .
M r .  S i n g h  i s  a l s o  a  m e m b e r  o f  C o n s u m e r s
I n t e r n a t i o n a l  N e x t  G e n e r a t i o n  L e a d e r s
N e t w o r k .  

T h e  n e t w o r k  b r i n g s  t o g e t h e r  2 9  i n n o v a t i v e
c o n s u m e r  a d v o c a t e s  b e t w e e n  t h e  a g e s  o f  1 8
a n d  3 0 ,  r e p r e s e n t i n g  2 9  o f  C o n s u m e r s
I n t e r n a t i o n a l  m e m b e r s  a c r o s s  2 5  c o u n t r i e s
g l o b a l l y .

T h i s  p r o v i d e s  t h e  C o u n c i l  w i t h  a n  a v e n u e  t o
r a i s e  c o n s u m e r  i s s u e s  o n  i n t e r n a t i o n a l
p l a t f o r m s  o n e  o f  w h i c h  i s  s t a n d a r d s .  M r .  S i n g
i s  p a s s i o n a t e  a b o u t  c o n s u m e r  a d v o c a c y  a n d
c r e a t i n g  a  m a r k e t  p l a c e  w h i c h  i s  s a f e  a n d  f a i r
t o  c o n s u m e r s  a n d  r e c o g n i z e s  t h e  i m p o r t a n c e
o f  s t a n d a r d  i n  a c h i e v i n g  t h i s .  

M r .  S i n g h  a l s o  g i v e s  p o l i c y  a d v i c e  t o
g o v e r n m e n t  b o d i e s  t h r o u g h  t h e  C o u n c i l ’ s
C h i e f  E x e c u t i v e  O f f i c e r  w h o  i s  a  m e m b e r  o f
t h e  T r a d e  S t a n d a r d s  A d v i s o r y  C o u n c i l  ( T S A C )
a n d  t h e  N a t i o n a l  C O D E X  A l i m e n t a r i u s
C o m m i t t e e .  
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S o m e  o f  t h e  r e c e n t  s u b m i s s i o n s  m a d e  b y  t h e
C o u n c i l  i n  r e g a r d s  t o  s t a n d a r d s  i n c l u d e ;  t h e
r e v i e w  o f  t h e  T r a d e  S t a n d a r d s  a n d  Q u a l i t y
C o n t r o l  A c t  1 9 9 2  a n d  s u b m i s s i o n  o n  t h e  n e e d
f o r  n a t i o n a l  s t a n d a r d s  i n  I m p o r t a t i o n  o f
E l e c t r i c a l  I t e m s .

The  need  to  involve
businesses  
S t a n d a r d s  a r e  c r e a t e d  b y  i n v o l v i n g
s t a k e h o l d e r s  w i t h  e x p e r i e n c e  a n d  e x p e r t i s e
f r o m  d i f f e r e n t  s e c t o r s ,  s u c h  a s  p u b l i c
a u t h o r i t i e s ,  p r o f e s s i o n a l  b o d i e s ,  t r a d e
a s s o c i a t i o n s ,  c o n s u m e r  o r g a n i s a t i o n s ,
e n v i r o n m e n t a l  o r g a n i s a t i o n s ,  e n f o r c e m e n t
a g e n c i e s  a n d  b u s i n e s s e s ,  t o  n a m e  a  f e w .  

D e m o n s t r a t i n g  c o m p l i a n c e  t o  s t a n d a r d s  h e l p s
p r o d u c t s ,  s e r v i c e s  a n d  p e r s o n n e l  t o  c r o s s
b o r d e r s ,  e n s u r i n g  t h a t  p r o d u c t s  m a n u f a c t u r e d
i n  o n e  c o u n t r y  c a n  b e  s o l d  a n d  u s e d  i n
a n o t h e r .  F u r t h e r m o r e ,  b u s i n e s s  c a n  n o t  o n l y
r e d u c e  t h e  e c o n o m i c  r i s k  o f  r e s e a r c h  a n d
d e v e l o p m e n t  a c t i v i t i e s  b y  p a r t i c i p a t i n g  i n
s t a n d a r d i z a t i o n ,  b u t  c a n  a l s o  l o w e r  c o s t s  b y
r e l y i n g  o n  e x i s t i n g  s t a n d a r d s .  

I n v o l v i n g  b u s i n e s s e s  i n  s t a n d a r d  d e v e l o p m e n t
w i l l  a l s o  f o r m  t h e  b a s i s  f o r  i n n o v a t i o n s  a n d
i n t r o d u c t i o n  t o  n e w  t e c h n o l o g y  i n  e f f o r t s  t o
e n s u r e  t h a t  t h e  g o o d s  a n d  s e r v i c e s  p r o v i d e d
b y  t r a d e r s  a r e  c o m p a t i b l e  t o  t h e  n e e d s  a n d
w a n t s  o f  c o n s u m e r s .  



PANDEMIC Fake  &  Counterfeits
Proliferating  

Such  rap id  changes  a re  a l ready  been  seen
ac ross  va r ious  p roduc ts ,  mos t  common ly  i n
hea l thca re  and  c lean ing  p roduc ts .  P roduc ts
l i ke  soaps ,  hand  washers ,  t o i l e t  paper ,
t i ssues ,  we t  w ipes ,  f ace  masks  and  o the r
pe rsona l  p ro tec t i ve  equ ipmen t ,  san i t i ze rs  and
f loo r  c leaners  a re  f l y i ng  o f f  t he  she lves  as  i t
l ands .  

The  neve r  be fo re  seen  rush  fo r  t hese  p roduc ts
has  encouraged  the  p ro l i f e ra t i on  o f  t he i r  sub -
s tandard  and  fake  p roduc ts .  F rom persona l
p ro tec t i ve  equ ipmen t ,  f ace  mask ,  and  c lean ing
produc ts  to  hea l th  and  sa fe ty  p roduc ts ,
impos to rs  a re  tak ing  be t te r  advan tage  o f  t he
s i tua t i on  c rea ted  by  the  pandemic .  Acco rd ing
to  the  P reven t i ve  Wear  Manu fac tu re rs
Assoc ia t i on  o f  I nd ia ,  a lmos t  150  new
manu fac tu r ing  un i t s  have  been  se t  up  i n  j us t
th ree  mon ths  i n  Ind ia  du r ing  th i s  pandemic ,  o f
wh ich  mos t  a re  coun te r fe i t i ng  b rands .    

  
" WITHOUT STANDARDS, THERE CAN 

 BE NO IMPROVEMENT " 
   

TAIICHI OHNO   
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                                                    has  com-
p le te l y  sha t te red  the  l i ves  o f  t he  consumers .
No th ing  rema ins  the  same,  ou r  p re fe rences
and  ou r  bas i c  needs  have  been  a l te red .  Wha t
was  leas t  des i red  by  us  du r ing  ou r  usua l
shopp ing  sp ree  be fo re  the  onse t  o f  t he
pandemic  has  now become ou r  mos t  bas i c
essen t ia l .  

Th i s  sudden  sh i f t  i n  needs  and  demand  o f
consumers  has  i t s  own  repercuss ions  as  mos t
o f  t hese  “new essen t ia l  p roduc ts ”  f i l l s  up  the
marke t  a t  a  rap id  phase ,  mos t  o f ten  w i th  l eas t
qua l i t y  checks  and  en fo rcemen t ,  t o  keep  up
w i th  the  g row ing  demand .

WRITTEN BY
GEORGE CHERIYAN
Director 
CUTS International, India

WRITTEN BY
SIMI T. B.

Policy Analyst
CUTS International, India



I t  has  been  repo r ted  tha t  I n te rpo l ' s  g loba l
pharmaceu t i ca l  c r ime- f i gh t i ng  un i t  i s  se i z ing
dangerous  pharmaceu t i ca l s  wor th  ove r  m i l l i ons
o f  do l l a rs  eve ry  mon th  ac ross  va r ious
coun t r i es  s ince  the  onse t  o f  t he  pandemic .
Such  i l l ega l  and  dangerous  t rade  i s  more
rampan t  i n  As ian  coun t r i es  where  s tandards
and  regu la t i ons  a re  no t  t ha t  s t r i c t l y  en fo rced
when  compared  to  the i r  wes te rn  coun te rpa r t s .

Fo r  i ns tance ,  t he  Cus toms  and  Exc i se
Depar tmen t  i n  Hong  Kong  se i zed  cons ignmen ts
o f  coun te r fe i t  su rg i ca l  masks  bound  fo r
ove rseas ,  abou t  330 ,000  bogus  3M-b rand  N95
resp i ra to rs ,  wor th  ove r  8 .5  m i l l i on  o f  Hong
Kong  do l l a rs  ve ry  recen t l y  and  the  se i zu re  was
the  th i rd  such  b ig  se i zu re  i n  recen t  mon ths .   

L i kew ise ,  I ndones ian  Po l i ce  ra ided  an  i l l ega l
facemask  fac to ry  and  warehouse  in  Nor th
Jaka r ta  and  found  tha t  t he  fac to ry  ea rned  a
p ro f i t  o f  up  to  USD18 ,000  f rom se l l i ng  the i r
i l l ega l  p roduc ts .  I n  ano the r  ra id  on  a
warehouse  in  Wes t  Jaka r ta ,  t he  po l i ce  se i zed
600 ,000  i l l ega l  f acemasks .   Wor ld  ove r  one
cou ld  read  such  news  repor t s  o f  con f i sca ted
coun te r fe i t  f ace  masks  and  fake  med ic ines .
Such  an  a la rm ing  s i t ua t i on  i s  no t  j us t  l im i ted
to  deve lop ing  economies  o r  i n  As ia .

 

Now tha t  eve ry th ing  had  gone  on l i ne ,
i nc lud ing  educa t ion  and  work ,  ac ross  mos t
pa r t s  o f  t he  g lobe ,  we  cou ld  see  an  i nc reased
use  o f  e lec t ron i c  gadge ts .  The  sma l l  s ta te  o f
Kera la  i n  Ind ia  i t se l f  had  seen  a  400  pe rcen t
inc rease  in  the  sa le  o f  l ap tops .  Bu t  a
shor tage  o f  l abour  and  soc ia l  d i s tanc ing
norms  i s  h inde r ing  the  supp ly  o f  t hese
e lec t ron i c  p roduc ts  to  the  marke t  and  mos t
recogn ised  manu fac tu re rs  a re  unab le  to
e i the r  sca le  up  p roduc t i on  as  we l l  ensu re
un in te r rup ted  d i s t r i bu t i on .  

These  l im i ta t i ons  have  now paved  way  fo r
re fu rb i shed  and  coun te r fe i t  p roduc ts  to  swe l l
up  and  take  ove r ,  pu t t i ng  consumers  a t  pe r i l .
Smar tphones  and  accesso r ies  wor th  l akhs
were  se i zed  by  the  l oca l  en fo rcemen t
o f f i c i a l s  du r ing  a  ra id  i n  j us t  two  shops  in
Ind ia ’ s  cap i ta l  c i t y .

In April 2020, the Department of
Homeland Security seized over
225 shipments of mislabeled,
fraudulent, unauthorized, or
prohibited COVID-19 test kits,
treatment kits, homeopathic
remedies, purported anti-viral
products, and personal
protective equipment. 

U S  I M M I G R A T I O N  A N D
C U S T O M S  E N F O R C E M E N T
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Consumers  Not  Really  Safe  
So the  consumers  a re  no t  sa fe  anywhere  and
the i r  l i f e  and  hea l th  a re  pu t  a t  r i sk  more  than
ever  be fo re  a f te r  t he  onse t  o f  a  pandemic .
Consumers  a re  more  eas i l y  t r i cked  by
subs tandard  p roduc ts  due  to  pan ic  buy ing .
The  sudden  s teep  in  demand  coup led  w i th
inadequa te  regu la t i on  o f  t he  marke t  i n  mos t  o f
the  coun t r i es  has  resu l ted  i n  the  f l ood ing  o f
marke ts  w i th  bo th  domes t i c  and  fo re ign  sub -
s tandard  p roduc ts .  

Bes ides ,  l oss  o f  j obs  and  economic  recess ion
due  to  pandemic  has  cons ide rab ly  a f fec ted
the  consumer ’ s  pu rchas ing  power ,  and  a
ma jo r i t y  o f  t he  popu la t i on  even  know ing ly
pu rchase  such  low  qua l i t y  p roduc ts  tha t  a re
se ldom manu fac tu red  fo l l ow ing  s tandard
p rocedures .  G iven  tha t  t he  pandemic  appears
to  l as t  even  longer  than  expec ted ,  t he  s t ress
on  the  supp ly  cha ins  and  d i s t r i bu t i on
channe ls  w i l l  ce r ta in l y  fu r the r  agg rava te  thus
fac i l i t a t i ng  a  fe r t i l e  g round  fo r  g rey  marke t
goods

Act  Proactively  
–  Make  Standards  Mandatory  
Weak  and  incons is ten t  regu la to ry  f rameworks
o f  mos t  coun t r i es  to  p reven t ,  de te r  and  pun ish
o f fenders  who  manu fac tu re  o r  t ra f f i c
subs tandard  consumer  goods  has  thus
become more  ev iden t  i n  the  rap id l y  evo lv ing
c i r cums tances  o f  t he  pandemic .   

G iven  th i s  m ise rab le  s i t ua t i on ,  respons ib i l i t y
l a rge ly  l i es  upon  the  gove rnmen t  and
en fo rcemen t  o f f i c i a l s  to  ac t  p roac t i ve l y  and
en fo rce  s tandards  the reby  p ro tec t i ng  the
in te res t  o f  consumers .  I t  shou ld  be
remembered  tha t  subs tandard  and  coun te r fe i t
consumer  p roduc ts  a re  mos t  l i ke l y  to  reach
consumers  i n  s i t ua t i ons  where  the re  i s
cons t ra ined  access  to  qua l i t y  and  sa fe
p roduc ts ,  poo r  gove rnance  and  weak
techn ica l  capac i t y .

So  the re  i s  an  impera t i ve  need  to  regu la r l y
mon i to r  t he  marke tp lace  fo r  ve r i f y i ng  whe the r
consumer  p roduc ts  comp ly  w i th  the  na t i ona l
o r  i n te rna t i ona l  s tandards  and  do  no t  pose  a
danger  to  human  hea l th  o r  sa fe ty .

Such  s t r i ngen t  en fo rcemen t  o f  s tandards  can
cons ide rab ly  he lp  i n  reduc ing  the  th rea t  t he
pandemic  cause ,  t hough  canno t  a id  i n
e rad ica t i ng  i t .  Good  qua l i t y  med ic ines ,
pe rsona l  hyg iene  p roduc ts  and  p ro tec t i ve
equ ipmen t ’ s  can  do  wonders  du r ing  th i s  t ime .
Bu t  un fo r tuna te l y ,  desp i te  the  c ruc ia l  ro le
tha t  s tandards  p lay  i n  fac i l i t a t i ng  sa fe
t ransac t i ons ,  mos t  coun t r i es  have  fa i l ed  to
g i ve  due  impor tance  to  en fo rce  them even
more  s t r i c t l y  t han  eve r  be fo re .

In  fac t  mos t  deve lop ing  and  lesse r
deve lop ing  economies  do  no t  have  s tandards
d r i ven  cu l tu re  and  wha teve r  s tandards  a re
the re  a re  ha rd l y  en fo rced  o r  checked  upon .
There  i s  an  absence  o f  s t r i c t  regu la t i ons .
These  economies  need  to  b r i ng  i n  manda to ry
s tandards  fo r  an  even  w ide r  va r ie t y  o f
p roduc ts  than  a t  p resen t .  
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Bureau o f  Ind ian

Standards  has  more  than

25 ,000  qua l i t y  s tandards

for  d i f ferent  produc ts

and serv ices  but  on ly

around 150  produc ts  are

under  mandatory

cer t i f i ca t ion .



Whi le  such a move would be benef ic ia l  to  the
consumers at  large any swi f t  act ion taken in
th is  aspect  would drast ica l ly  a f fect  the
domest ic  manufacturers .  Only  a gradual
in t roduct ion and promot ion of  mandatory
standards is  v iab le and the domest ic
manufacturers  should be guided and t ra ined
ef fect ive ly  to  s t rengthen the i r  capaci ty  to
change and become equal ly  competent  to
produce in  l ine wi th  in ternat ional  pract ices.
Considerable t rade growth can be achieved
through bet ter  management  of  s tandards,
technica l  regulat ions and conformi ty
assessment .

Moreover ,  the WTO agreement  on Technica l
Barr iers  to  Trade encourages a l l  member
countr ies to  adopt  in ternat ional  s tandards and
also move towards mutual  recogni t ion of  the i r
cer t i f icat ion systems.  This  sounds more
sensib le  and per t inent  in  th is  pandemic
season where exper ts  predic t  more such
simi lar  outbreaks in  coming years.  Countr ies
need to  learn f rom the current  exper ience and
brace themselves to  take on fu ture cr ises,  i f
any,  wi th  ease.  The establ ishment  and
enforcement  of  s tandards,  therefore,  not  on ly
becomes v i ta l  to  ra ise the compet i t iveness of
the indust ry  but  a lso promotes and ensures
the g lobal  heal th  and wel lness of  consumers.  

L i k e w i s e ,  i n  P h i l i p p i n e s  o n l y  8 6  p r o d u c t s
c o m e  u n d e r  m a n d a t o r y  c e r t i f i c a t i o n  a n d  i n
C h i n a ,  a l m o s t  8 5  p e r c e n t  o f  t h e  s t a n d a r d s
a r e  v o l u n t a r y  w i t h  1 5  p e r c e n t  c o m i n g  u n d e r
m a n d a t o r y  c e r t i f i c a t i o n .  T h e r e f o r e ,  i n  m o s t
c o u n t r i e s  m o s t  o f  t h e  p r o d u c t s  p r o d u c e d
c o m e  u n d e r  v o l u n t a r y  c e r t i f i c a t i o n  t h e r e b y
e n c o u r a g i n g  p r o d u c t i o n  a n d  d i s t r i b u t i o n  o f
s u b s t a n d a r d  p r o d u c t s .

B r i n g i n g  p r o d u c t s  w i t h i n  t h e  a m b i t  o f
m a n d a t o r y  c e r t i f i c a t i o n  w o u l d  s u b s t a n t i a l l y
d i s c o u r a g e  t h e  p r o d u c t i o n  a n d  s a l e  o f
s u b s t a n d a r d  a n d  f a k e  g o o d s .  T h i s  w i l l  a l s o
p r o m o t e  t h e  s p i r i t  o f  p r o d u c t i o n  a n d  w o u l d
p u s h  t h e  d o m e s t i c  m a n u f a c t u r e r s  o f  v a r i o u s
p r o d u c t s  a n d  s e r v i c e s  i n  l i n e  w i t h
i n t e r n a t i o n a l  p r a c t i c e s .

A p a r t  f r o m  p r o t e c t i n g  c o n s u m e r s  a n d
i n s t i l l i n g  c o n f i d e n c e  i n  t h e m ,  s u b s t a n t i a l
g r o w t h  i n  t r a d e  c a n  b e  r e a l i s e d  t h r o u g h
e f f e c t i v e  m a n a g e m e n t  o f  s t a n d a r d s ,
t e c h n i c a l  r e g u l a t i o n s  a n d  c o n f o r m i t y
a s s e s s m e n t .  M o r e  i m p o r t a n t l y ,  i t  c a n
e f f e c t i v e l y  c u r b  t h e  i m p o r t  o f  a l l  s u b -
s t a n d a r d  p r o d u c t s  t h a t  k e e p  f l o o d i n g  t h e
d o m e s t i c  m a r k e t s .  S u c h  a  m o v e  w o u l d  p l a y
a n  i m p o r t a n t  r o l e  i n  e n h a n c i n g
c o m p e t i t i v e n e s s  a n d  m a r k e t  a c c e s s  a n d  h e l p
s u p p l y  c h a i n s  t o  b e  m o r e  t r a n s p a r e n t  a n d
s e c u r e .  STANDARDS ASIA|| PAGE 19
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For  these reasons,  
viz .  inte rna t iona l  
t rade ,  industry  

compe t i t iveness,  
susta inab le

deve lopment,  and 
consume r  protec t ion,
standards-dr iven  

culture has  become 
pert inent  and a ve ry  
important  ing red ient  

in  the support ive
in f rastruc ture o f  a
country  so  as  to  
manage the 

g loba l  cr is is  
situat ions

better .
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